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PROVIDING INFORMATION TO AGENCY 
 

Information relating to Critical Information Infrastructure (CII) 

 

The owner of the Critical information infrastructure is required to provide the following 

information to the Agency- 

 

A. The following information on the design, configuration and security of the critical 

information infrastructure: 

 

i. A network diagram depicting every key component and interconnection in the 

critical information infrastructure, and any external connection and dependency 

that the critical information infrastructure may have 

 

 

ii. For every key component in the critical information infrastructure, the following 

details: (Fill the box in the right side of the below table) 

 

 

a) Its name and description;   

b) Its physical location;   

c) Any operating system 

and version; 

  

d) Any key software and 

version; 

  



e) Its internet protocol 

address and any open 

port, if the component is 

internet facing; 

  

f) The name and address of 

the owner 

  

g) The name and address of 

the operator 

  

 

iii. The types of data processed on or stored in the critical information infrastructure 

(Fill in the box below) 

 

 

iv. The name and contact of every individual having overall responsibility for the 

cybersecurity of the critical information infrastructure; 

 

Name Contact Job role 

   

   

   

   

   

 

B. The following information on the design, configuration and security of any other 

computer or computer system under the owner’s control that is interconnected with or 

 



that communicates with the critical information infrastructure (Fill the box in the right 

side of the below table) 

 

i. The name and description of 

that other computer or 

computer system; 

 

ii. The physical location of that 

other computer or computer 

system; 

 

 

iii. The name and address of its 

operator, if the owner is not 

the operator; 

 

 



iv. A description of any function 

provided by that other 

computer or computer 

system; 

 

 

v. The types of data exchanged 

with the critical information 

infrastructure; 

 

vi. The operating system and 

version; 

 

vii. The key software and 

version; 

 



viii. How that other computer or 

computer system is 

interconnected with or 

communicates with the 

critical information 

infrastructure, including the 

communication protocol of 

that other computer or 

computer system with the 

critical information 

infrastructure; 

 

 

 

C. The name of any outsourced service provider supporting the critical information  

infrastructure, and the nature of the outsourced service; and such other information 

as the Agency may require in order to ascertain the level of cybersecurity of the 

critical information infrastructure. (Fill in the box below) 
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